H O

V4 — =]

Wireless Local Area Network Card
WL-100W

(For SuperSpeed N Wireless Network)

Quick Start Guide

QE2655/ June 2006



Quick Start Guide

Installation Procedures

‘Q‘l Important: Install the WLAN card utilities before inserting the WLAN Card
into your computer.

Installing the WLAN utilities and driver

= ASUS Wireless LAN

Follow these instructions to install the
WLAN card utilities and driver. Insert
the support CD into your optical drive.
If autorun is enabled in your computer,
the CD automatically displays the utility
menu. Click Install ASUS WLAN Card
Utilities/Driver. If autorun is disabled,
double-click SETUP.EXE in the root
directory of the CD.

R) Install ASUS WLAN Card Utilities/Driver

R) Uninstall ASUS WLAN Card Utilities/Driver

X) Readlinstall User Documentation

X)) Explore this CD

%) Browse ourWeb Site

\windows supports B02.11b/g wireless networking with the Wireless Zero Configuration
service. Select the falowing operations abaut how to configure the WLAN Card

" Only use Windows wireless funclion

& Only use ou WLAN wtiiies and disable Windows wireless function

Carefully insert the WLAN card into your
computer’s PCMCIA slot. Windows will
automatically detect and configure the
WLAN Card using the utilities and drivers
installed in the previous steps.

Windows XP users: When the program is
launched for the first time (during Windows
restart), you are asked to choose one utility
to configure the WLAN Card. Select "Only
use our WLAN utilities and disable Windows
wireless function".

Reading the WLAN status indicators
The device comes with two LEDs that indicate the status of the WLAN Card.

ACT LED

Blinking: Transmitting data; the blinking speed indicates the link speed.

OFF: Radio off or Card is disabled.
LINK LED

ON:  Connected to wireless device.
OFF: No wireless connection.

I
ACT

LINK
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Quick Start Guide

One Touch Wizard

Use One Touch Wizard to setup your wireless connection with an existing
wireless LAN.

ASUS ONE TOUCH WIZARD. 3] ASUS ONE TOUCH WIZARD 3]

Welcome ta the wirless setup wizard " Configure your wireless LAN settings.

& Connect to an existing wireless LAN
N

The Wizard il help you corfigure your wireless LAN. Inemet
‘and home network selfings.

belown.
Witeless LAN that has the best signal:
ABC (00:0C:6E:BD:EE:9B)
Wieless LAN that you want to connect to:
L0 (000CEE:BD.EE-38)
Avalable Networks

551D CH | ASS1 | Enciyption -

ik Nest to continue.

From T e v
< >
Nurberf knowe w9
SeachAgain
| X corcel | Gk | N> | X corcel |

1. Launch One Touch Wizard from Start 2. Select an AP from the Available Networks

menu and click Next to set up your then click Next.
wireless network.
ASUS ONE TOUCH WIZARD, X ASUS ONE TOUCH WIZARD X
- ‘Your wireless LAN card is connected to an AP.
ik i 1P sekngs o e ol otk g i
capabiity. Otherwise, inquire the P settings with your network.
Bt

& Dbain an P address atomatcaly
o havefishe seting the wiless LAN
sep  Usethefolowing P addkess:

Gateway
DefatGatenay ———

& Dbtain DNS server ackkess automaticall
 Use the folowing DNS addresses:

]
 E———
Gk [l ] X concel | & <pack

3. Connection is complete. Click Next to 4. Choose to obtain an IP address or to
setup the IP address for the WLAN card. assign static address manually for your
WLAN card. When IP setting is complete,

click Finish to exit the One Touch Wizard.

Note: If the access point you want to connect has set up encryption
policies, you must configure the same encryption on your WLAN Card.
Select "Configure your wireless LAN settings" radio button in step 2
and make the settings accordingly. When the encryption settings are
complete, you can launch the One Touch Wizard once again from the Start
menu to set up the connection with your AP.

ASUS WLAN Card 3
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Configuring with the WLAN utility (Infrastructure)
Use ASUS WLAN utility to get connected with an existing wireless network.

ASUS WLAN Card Seitings X

Basc | Encypion| Auhenation| Advenced

(? ‘Wireless Settings ) %

Sisus Netwok Type
@ pctivake Configuration 3 @ & I  AdHee
? Mobile Manager Corfy Network Name (551D)

Suves

@) site Moriar
——

& rel 4 sbout

DataRate
Link State
¥ preferences =lal Fully uto |
¥ about Control Center ] P5 Mode
SR CAM [Constantly Awake mode] -

X Exit Control Center Others

§ ok Encuplion  Advanced  Troublsshooting
X Cancel
7 Hep

1. Right-click the wireless connection icon 2. Check the Config page to set the SSID

and select Wireless Settings. (network name) to that of your wireless AP.
B Basc Encypton | Autenicaion| Advanced |
e Netwark Authentication: Open -
P o E
d ] defout 6 0 o 0011:22334455 Data encypior: WER -
Corly Boara o7 WEP  0oTIZF00000s —
. Qeantes 1 72 00 o0s0ucaEon2
a Roeow 1 4w COENISFSMTE ieless Netwark Key (WEP)
ey Dsec 17 on ODOCEESDEES ey Kepfomst  [Hewdecmadgts ]
= Duewconies 1 75 0f  oooceEerisos = T
— e Mol Assrment
Lk Sioe Lk Srte
Cl <0
o Coorann R J— Saye Confgursion & Automalic Generation
Passphrase - [
3 ok 3 ok S B = = —
X Concel [ [ moe | X Corcel .
? Hep 7 Help

3. Use Site Survey if you don’t know the 4. Encryption settings must match those
SSID of your access point(s). at the access point. Ask your network
administrator about settings if necessary.

£5U5 WLAN Cardsetings X Click Apply to activate the settings.
é {Siaiis | Connection | 1P Config |
S:‘“S & 001574508 80211 NetworkAdaplr ASU Card Settings X
g — :
([l s : Tora B ected: [8
s MAC address s0s0acoannts A3 —
B o ’ —— it [0
| oot e TR —
Uik Stote Radio Stats Radio On Diseble Radio Survey SignaiStengt: [N Excelert (80%)
=) T
| e ©
About [Connection Guaity |
sescStavan Chonge SSID @2;1‘2:; S L‘;;SS‘E u ZZ:Z
xﬂ Qf;e‘ SesrcneComee | Vv 00
? Help e Caiget 40.0
o g
X Carcel 0.00
2 Hep
5. Check the Status page to see the 6. Check the Connection tab to see the
association state. If connection is signal strength. Click OK to exit the utility.

established, the box shows “Connected -
XXIXXIXXXXXX XX,

4 ASUS WLAN Card
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Configuring with the WLAN utility (Ad Hoc)

The WLAN card supports Ad Hoc mode which allows communication between

wireless stations without an AP.
(? wireless Settings )

@' Activate Configuration »
? Mobile Manager

@ site Moritor
& e v

o7 Preferences
? About Control Center

X Exit Control Center
EN R Le ®7 10:49 &M

1. Right-click the wireless connection icon
and select Wireless Settings.

ASUS WLAN Card Settings (3]
% Sie Survey |

G Avallable Networks

<

o 7] cefaut 6 % o 0011:22334455
Conig Goara 78 WEP o01i2ro0onos
v Dhamtet 1 22 of 0SRACAEDR2D
(=} [wicon 1oes weR ER A
G eec oo 00OCSEBDEES®
g Duebcamest 1 73 o 000CE6F1608
About

Linkstate

<0
)

Conpaat

Aok

S st

? Heb

3. Click the Survey button to scan for Ad
Hoc nodes. Select the node you want to
communicate with and press Connect.

ASUS WLAN Card Stiings x|

La Siaiis | Connection | 1P Config |

i;s (S QTCTET T ——

Confg Associaion Sate Comnected-0020.4C9300F1

‘bd 5510 defoull

o MACadress 030490015

@ Cunent Channal 8

Ao Curent Dota ote 270 Mops
Unk ote Radio Siate Rodio On Diseble Rodio

<0 7 z

Scan againfor avsisbl isless neworks il
Bescan camacihe ona tat s e bastsignaevel

)
Seys Configuration iR

Chonge SSID.

SID.

XAQK Search Comect | Vv ireessnevors hatare
Gancsl

7ty

5. Check the Status page to see the association
state. If connection is established, the box
shows “Connected - XX:XXXXXXXXXX.

ASUS WLAN Card Settings X
T e ——
e Newark Tyoe
AN | [ o
Conf Netwak Name 5510)
[etat =l
Suvey Chomeel
o 2
st Datafise
Uk Stle
<0 Fuly Auto. ~
=) PS Mode.
Sage Conligaaion A0 (Corsanty Anake mode) =l
Otrers
3 oc Ercipion  Advrced  Iioublshooting
X Coreel
2 Hep

2. Click the Config button and set the WLAN
Card to Ad Hoc connection mode.

ASUS WLAN Card Settings 3]
% Basic Enciypton | Auenicaton | Advanced |
&= [E— Open — &
o Data enciyplion: WEP -
Corig I
he)
(=} Wieless Network Key [WEF)
Suvey Key Fomat: Heodeomadgts v @
Key Lengitc G its (10 dois) ek
e € Manual Asigrment
Uik State |
e —
= /1
Save Conuraion & Automalic Generaion
Bassphvase: [
# ok ‘Select ane as your Defaut Key Ke
«Deloul Koy => = K
X Cancel
2 Hep

4. If the encryption settings of your WLAN
Card are different from those of the other
Ad Hoc nodes, you are prompted to make
the encryption of the two nodes identical.
Click Apply to activate the settings.

ASUS WLAN Card Sttings ®
Gy s (] o]
= e SoReceived
& Toranted: [0 P
o (=
Y)" = Transmitted: |0 Received: 0
=1 Connecton Qually
Suvey Sorastergn: [ Evcelent (607
A
ksas || 10000
<o 80.00-
o a0
suscomoin| || 000
a 2000
X Coreel 000
2 Heb

6. Check the Connection tab to see the
signal strength. Click OK to exit the utility.

ASUS WLAN Card
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ASUS WLAN Control Center

ASUS WLAN Control Center is an application which makes it easier to launch
WLAN applications and activate network location settings. The WLAN Control
Center starts automatically when system boots. When WLAN Control Center is
running, you can see a Control Center icon on the Windows taskbar.

Starting the Control Center

+  Select ASUS WLAN Control Center in Windows Start s AN
menu, or Control Center

+  Double-click the ASUS WLAN Control Center icon on the desktop.

Using the Control Center
The Control Center taskbar icon displays the following information:
+  Link quality of the WLAN Card (Excellent, Good, Fair, Poor, Not Linked)

+ Whether the WLAN Card is connected to a network (Blue: Connected,
Gray: Not Connected)

Wireless Cannection: WL30APE-39
EMN & )78 41 FM
|

Taskbar Icon and Status

Wireless Status Icons (on the taskbar)

8%  Excellent link quality and connected to Internet (Infrastructure)
Good link quality and connected to Internet (Infrastructure)
Fair link quality and connected to Internet (Infrastructure)
Poor link quality and connected to Internet (Infrastructure)

Not linked but connected to Internet (Infrastructure)

[al]
:EL@

be

El?

Be Excellent link quality but not connected to Internet (Infrastructure)
b2 Good link quality but not connected to Internet (Infrastructure)
B2 Fair link quality but not connected to Internet (Infrastructure)
B2 Poor link quality but not connected to Internet (Infrastructure)
s

Not linked and not connected to Internet (Infrastructure)

ASUS WLAN Card
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Taskbar icon - Right-click menu
Right-click the taskbar icon to show the following menu items:

Taskbar icon - Left-click menu

Wireless Settings — Launches Wireless Settings application.
Activate Configuration — Allows you to choose a preset profile.
Mobile Manager — Launches Mobile Manager application.

Site Monitor — Launches the Site Monitor application.

Preferences — Customizes the Control Center program. You can
create a Control Center shortcut on the desktop and decide whether to
start Control Center when system boots.

About Control Center-Shows the version of Control Center.
Exit — Closes the Control Center program.

v Wireless Radio On

Left-click the taskbar icon to show the Wireless Radio OFF
following menu items:

+ Wireless Radio On - Turns the O‘ Search & Connect

wireless radio ON. Wireless Cpkion

+ Wireless Radio Off — Turns the =
wireless radio OFF.

+ Search & Connect - View the
properties of available access points.

+ Wireless Option (Windows® XP only) — Choose Windows® Wireless

Zero Configuration (WZC) service or ASUS utilities to configure your
WLAN card.

Taskbar Left-Click Menu

Taskbar Icon - Launch Wireless Settings (]
Double-click the taskbar icon to launch the Wireless Settings utility. =1

ASUS WLAN Card
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ASUS Wireless Settings Utility

Wireless Settings is an application for managing the WLAN Card. Use Wireless
Settings to view or modify the configuration settings, or to monitor the operational
status of your WLAN Card. When Wireless Settings is launched, you can see the
tabbed property sheets which categorize the configuration options into groups.

Starting Wireless Settings

+  Open the Windows Control Panel, then double-click the ASUS WLAN
Card Settings icon.

or

+ Click the Windows Start button, select Programs | ASUS Utility |
WLAN Card | Wireless Settings.

or

+ Right-click the Control Center icon on the Windows taskbar and
select Wireless Settings.

NOTE: If you have more than one ASUS WLAN device installed on your
computer, you may see a device selection window when you launch the “
Wireless Settings” utility. Select the device you want when such situation
occurs.

- ASUS WLAN Card Settings g]
Status Status % 7Stafus| Connection | 1P Canfig |
You can view the information about °d o s

Assaciation State Connecied - 00:2D:4C9300F1

I

the WLAN Card from the Status menu.
The status fields are blank if the WLAN
Card is not installed. You can turn | ®
off the WLAN Card by clicking the | %
“Disable Radio” button. =

defeut

@

b5 07 §
4
=

ey MAC sddress 00:304C93.0015

]

270 Mbps

9 ok

Association State
X Cancel
Displays the connection status as follows: Tae

Connected - The card is now associated with one wireless LAN device. When
operating in Infrastructure mode, this field shows the MAC address of the
access point with which the WLAN Card is communicating. When operating
in Ad Hoc mode, this field shows the virtual MAC address used by computers
participating in the Ad Hoc network.

ASUS WLAN Card
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Scanning... : The station is trying to authenticate and associate with an access
point or Ad Hoc node.

Disconnected - The WLAN Card is installed to the system, but not yet
connected to a wireless device.

SSID: Displays the Service Set Identifier (SSID) of the device that the card is
either associated or intending to join.

MAC address: Shows the hardware address of the WLAN Card. MAC

address is a unique identifier for networking devices (typically written as twelve
hexadecimal digits from 0 through 9 and A through F separated by colons, i.e.
00:E0:18:F0:05:C0).

Current Channel: Displays the radio channel to which the card is currently
tuned. This number changes as the radio scans the available channels.

Current Data Rate: Displays the current data rate in megabits per second
(Mbps).

NOTE: For 802.11n performance, select 40MHz bandwidth in wireless
<. router. Channel option will depend on the bandwidth that you select.

Radio State: Shows the wireless radio status: ON or OFF.

Radio On: When the wireless radio is turned ON, the icon on the right g_—faﬂ]
appears in the upper left of the Status page.

Radio Off- When the wireless radio is turned OFF, the icon on the right @
appears in the upper left of the Status page.

Buttons

Rescan — Make the WLAN Card rescan all available devices. If the current link
quality or signal strength is poor, rescanning can be used to push the radio off
a weak access point and search for a better link with another access point. This
function usually takes several seconds.

Change SSID - Click this button to set the SSID to that of the AP you want to
connect.

Search & Connect — Click this button to connect to an available wireless AP.

ASUS WLAN Card
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Save Configuration
. ‘You can save the following wireless settings to the one WLAN

W h en y ou ma k e se tt in g [S fo ra configuration profile or chogose e configuration profile.

certain working environment, you Coigustonane: [k 7]

may need to save your settings to a
profile so that you can easily switch
to the settings without repeating the
configurations. For example, you ] s | coe
can set profiles for work, home and

other situations. When you travel form home to work, choose the "office" profile
that contains all your settings for office use. When you travel back home,
choose the “home” profile.

S Wireless Settings

Activate Configuration

Auto roaming is enabled by default and
makes the Card automatically switch to APs
of better signal. You can uncheck it if you

v Auto Roaming
default 1
v office
Existing LAN Corfiguration 1

Existing LAN Configuration 2
Existing LAN Configuration 3

o

2 mobile Manager

@ site Monitar
& Help »

o Preferences

want to connect to a specified AP using a
particular profile.

? About Contral Center

X Exit Control Center

En &L

Status - Connection

ASUS WLAN Card Settings 3]

(=3
o
You can view the current link statistics | &3 Rrort: [
about the WLAN Card. These statistics are | &= posien: [0
. |21
updated once per second and are valid if the | - —
WLAN Card is correctly installed. e
Link ;::Ae 100.00
H gh 80.00 |
Frame Sent/Received
Transmitted - The number of frames that | ,. =
were transmitted. el

Received - The number of frames that were received.

Frame Error

Transmitted - The number of frames that were not successfully transmitted.
Received - The number of frames that were not successfully received.
Connection Quality

Signal Strength - Shows the link quality of the access point or Ad Hoc node
the WLAN Card is currently connected to. Ratings are: Excellent, Good, Fair,
and Poor.

Overall Connection Quality

The overall connection quality is derived from the current signal strength. A
graphic chart uses percentage to show signal quality.

10
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Status - IP Config = -
= Rl i
IP Config tab shows all the current host & Diatos e
and WLAN Card information including | & s
host name, DNS servers, IP address, | & ssimmuos
subnet mask and default gateway. 2 W —
About 1P Address 19216813191
Butt ‘an e, e
utton
IP Release - If you want to remove the |™ 72" e
current IP address, click this button | &=, o T
to release the IP address from DHCP L=

server.

IP Renew - If you want to obtain a new IP address from DHCP server, click this
button to renew the IP address.

Ping - Click this button to open “Ping” tab which is used to ping the devices in
your network.

NOTE: The IP Release and IP Renew buttons can only be used on the
WLAN Card which gets IP address from DHCP server.

Statu s - Pi n g ASUS WLAN Card Settings ®

% Stalus | Connection | IP Config Fing |

Status

Click the "Ping" button in Status-IP 2 Fodbess [TR1ETN  See E—
Config tab to open this page. The Ping e || P O 5 (-

tab allows you to verify the accessibility | & T e e
of other computers or network devices. | & = [EEEiEIEEcEEEE
To ping a connection: RIS
' R v G S
1. Type the IP address of the device you = e S omae « s
want to verify in the IP Address field. e
. . . Ao —
2. Configure the ping session by | % e =]

P Heb

assigning the ping packet size and
number of packet to send, and the timeout value (in milliseconds).
3. Click the “Ping” button.
During the ping session, the Ping button toggles into a Stop button. To cancel
the ping session, click the “Stop” button.

The session field displays information on the verified connection including the
roundtrip time (minimum, maximum, and average) and packets sent, received,
and lost after a ping session.

Click the “Clear” button to clear the session field.

ASUS WLAN Card
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H - H ASUS WLAN Card Settings 3]
Conflg BaSIc % Basic | Encyption | Authertication | Advanced |
This page enables you to change the | &; e
WLAN Card configurations. T

I |

Network Type ﬁ L —
Infrastructure - Infrastructure | ==
means to establish a connection with o
an access point. Once connected, |===™  [owEmmmsems
the access point allows you to | 22 B Qe B

access wireless LAN and wired LAN L 2
(Ethernet). The Channel field turns to Auto if the connection is based on
Infrastructure.

Ad Hoc — Ad Hoc means to communicate directly with other wireless clients
without using an access point. An “Ad Hoc” network can be setup quickly
and easily without pre-planning, for example, sharing meeting notes between
attendants in a meeting room.

Network Name (SSID)

SSID stands for “Service Set Identifier”, which is a string used to identify a
wireless LAN. Use the SSID to connect with a known access point. You can
enter a new SSID or select one from the drop-down list box. If you get connected
by designating the SSID, you are only to connect the AP with the SSID you
assigned. If the AP is removed from the network, your WLAN Card does not
roam automatically to other APs. SSIDs must all be printable characters and
having a maximum of 32 case sensitive characters, such as “ Wireless”.

NOTE: Set the SSID to a null string, if you wish to allow your station to
connect to any access point it can find. But you cannot use null string in
Ad Hoc mode.

Channel

The Channel field is for setting radio channel. Your WLAN Card can automatically
select the correct channel to communicate with a wireless device, and the
parameter is fixed to "Auto” in both Infrastructure and Ad Hoc mode.

The available radio channels depend on the regulations in your country. For
the United States (FCC) and Canada (IC), channel 1 to 11 are supported. For
Europe (ETSI), channel 1 to 13 are supported. For Japan (MKK), channel 1 to
14 are supported.

/ Click Apply to save and activate the new configurations.

12
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Others
Encryption - Click this link to show the "Encryption" tab.

Advanced - Click this link to show the "Advanced" tab. In most cases, the
default values do not have to be changed.

Troubleshooting — Click on this to show the Troubleshooting utility.

Config - Advanced ASUSANCﬂrdSzllinp X
d Basic | Enciyption | A

Click Advanced link on Config-Basic f>d i ings

page to show this tab. This tab allows % B o

you to set up additional parameters oy | TP

for the wireless card. We recommend 52
using the default values for all items in (ks
this window.

RTS Threshold (0-2347)

The RTS/CTS (Request to Send/Clear
to Send) function is used to minimize collisions among wireless stations.
When RTS/CTS is enabled, the router refrains from sending a data frame until
another RTS/CTS handshake is completed. Enable RTS/CTS by setting a
specific packet size threshold. The default value (2347) is recommended.

Fragmentation Threshold (256-2346)

Fragmentation is used to divide 802.11 frames into smaller pieces (fragments)
that are sent separately to the destination. Enable fragmentation by setting
a specific packet size threshold. If there is an excessive number of collisions
on the WLAN, experiment with different fragmentation values to increase the
reliability of frame transmissions. The default value (2000) is recommended for
normal use.

ASUS WLAN Card
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Config - Encryption

This page enables you to configure the Wireless LAN Card encryption settings.
For data confidentiality in a wireless environment, IEEE 802.11 specifies a
Wired Equivalent Privacy (WEP) algorithm to offer transmission privacy. The
WEP uses keys to encrypt and decrypt data packets. The encryption process
can scramble frame bits to avoid disclosure to others. The WPA/WPA2 is
improved security system for 802.11 which are developed to overcome the
weakness of the WEP protocol.

Network Authentication siintceiein &
Since there is no precise bound in | £ Wwﬁ' :
wireless LANs, the WLAN users need a T —

to implement certain mechanism éé”’j .

to provide security solution. The | o i hesis o g
Authentication policies in this tab | B '#in, e -

provide protection of different levels | twsa
such as Open, WEP, WPA, and WPA2.

Open - Select this option to make the | 4
network operate on Open System | %e=
mode, which use no authentication ]
algorithm. Open stations and APs can authenticate with each other without
checking any WEP Key, even if there is.

Shared - Select this option to make the network operate on Shared key mode.
In a Share Key Authentication system, four-step exchange of frames is required
to validate that the station is using the same WEP Key as the access point.

WPA-PSK/ WPA2-PSK - Select this option to enable WPA Pre-Shared Key
under Infrastructure mode. It enables communication between your client and
APs using WPA-PSK/WPA2-PSK encryption mode.

WPA/ WPA2 - The network is operating in IEEE 802.1x authentication mode.
This mode is for environments with RADIUS (Remote Access Dial-in User
Service). In a RADIUS environment, various Extensible Authentication Protocol
(EAP) are supported, including PEAP, TLS/Smart Card, TTLS, and LEAP.

14
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Data encryption

For Open and Shared authentication mode, the configuration options of
encryption type are Disabled and WEP. For WPA, WPA-PSK, WPA2 and
WPA2-PSK authentication mode, Temporal Key Integrity Protocol (TKIP)
encryption and Advanced Encryption Standard (AES) encryption are supported.

Disabled - Disable the encryption function.

WEP - WEP Key is used to encrypt your data before it is transmitted over air.
You can only connect and communicate with wireless devices that use the
same WEP keys.

TKIP - TKIP uses an encryption algorithm methods which is more stringent
than the WEP algorithm. It also uses existing WLAN calculation facilities to
perform encryption. TKIP verifies the security configuration after the encryption
keys are determined.

AES: AES is a symmetric 128-bit block encryption technique which works
simultaneously on multiple network layers.

Wireless Network Key

This option is enabled only if you select WPA-PSK or WPA2-PSK authentication
mode. Select “TKIP” or “AES” in the encryption filed as encryption mode to
begin the encryption proceed. Note: 8 to 64 characters are required in this field.

Wireless Network Key (WEP)

This option is configurable only if you enable WEP in Network Authentication
field. The WEP Key is a 64 bits (5 byte) or 128 bits (13 byte) Hexadecimal
digits which is used to encrypt and decrypt data packets.

Key Format

You can select to enter Hexadecimal digits (0~9, a~f, and A~F) or ASCII
characters to setup keys by defining the Key Format.

Key Length

For 64 bits encryption, each key contains 10 hex digits or 5 ASCII characters.
For 128 bits encryption, each key contains 26 hex digits or 13 ASCII characters.

Two ways to assign WEP keys

1. Manual Assignment - When you select this option, the cursor appears
in the field for Key 1. For 64-bit encryption, you are required to enter four
WEP Keys. Each Key contains exactly 10 hex digits (0~9, a~f, and A~F).
For 128-bit encryption, you are required to enter four WEP Keys. Each Key
contains exactly 26 hex digits (0~9, a~f, and A~F).

ASUS WLAN Card
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2. Automatic Generation - Type a combination of up to 64 letters,
numbers, or symbols in the Passphrase box, the Wireless Settings Utility
automatically uses an algorithm to generate four WEP Keys.

Select one as your Default Key

The Default Key field allows you specify which of the four encryption keys is to
use for transmitting data over wireless LAN. You can change the default key
by clicking on the downward arrow, selecting the number of the key you want
to use, and clicking the “Apply” button. If the access point or station with which
you are communicating uses the identical key by the same sequence, you can
use any of the keys as the default on your WLAN Card.

Click the “Apply” button after you have created the encryption keys, the
Wireless Settings Utility uses asterisks to mask your keys.

64/128bits versus 40/104bits
There are two levels of WEP Encryption: 64 bits and 128 bits.

Firstly, 64 bit WEP and 40 bit WEP are the same encryption method and
can interoperate in the wireless network. This lower level of WEP encryption
uses a 40 bit (10 Hex character) as a “secret key” (set by user), and a 24 bit “
Initialization Vector” (not under user control). This together makes 64 bits (40 +
24). Some vendors refer to this level of WEP as 40 bits and others refer to this
as 64 bits. Our Wireless LAN products use the term 64 bits when referring to
this lower level of encryption.

Secondly, 104 bit WEP and 128 bit WEP are the same encryption method and
can interoperate in the wireless network. This higher level of WEP encryption
uses a 104 bit (26 Hex character) as a “secret key” (set by user), and a 24 bit
Initialization Vector” (not under user control). This together makes 128 bits (104
+ 24). Some vendors refer to this level of WEP as 104 bits and others refer
to this as 128 bits. Our Wireless LAN products use the term 128 bits when
referring to this higher level of encryption.

16
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Config - Authentication

This tab allows you to set the security settings to match those of your AP. It is
configurable only if you have set Network Authentication to WPA or WPA2 in
Config-Encryption tab.

Authentication Type ®
The authentication type methods include: ZE I‘ s
PEAP: .PE_AP (Protected Extepsiple %
Authentication Protocol) authentication e p—

is a version of Extensible Authentication e

Protocol (EAP). EAP ensures mutual
authentication between a wireless client
and a server that resides at the network
operations center.

TLS/Smart Card: TLS (Transport Layer

Security) authentication is used to create an encrypted tunnel and achieve
server-side authentication in a manner similar to Web server authentication
using Secure Sockets Layer (SSL) protocol. This method uses digital
certificates to verify the identity of a client and server.

g cetficas
[-Any Trusted CA. -

Cetficate issuer

I~ Allow Intermediate certiicates

Server Name:

me must malch exacty
e misst end i specified name:

& Ser
< Do

TTLS: TTLS authentication uses certificates to authenticate the server, while
maintaining similar security properties to TLS such as mutual authentication
and a shared confidentiality for session WEP key.

LEAP: LEAP (Light Extensible Authentication Protocol) authentication is a
version of Extensible Authentication Protocol (EAP). EAP ensures mutual
authentication between a wireless client and a server that resides at the
network operations center.

Md5-challenge: Md5-challenge is a one-way encrypting algorithm that uses
usernames and passwords. This method does not support key management,
but require a preset key.

Su rvey - Slte Su rvey ASUSANEa:dSening X
Site Survey |
Use the Site Survey tab to view statistics «a T — L —
on the wireless networks available to the Sty B, TR e e
. IWL:KDAPE-BS 1 8 WEP ODEO:18F4:44:5F
WLAN Card and their parameters. @ Dona memwes
) & | ] webcamtest 1 - if al
« SSID: The SSID of the available L
networks. S0
]
+ Channel: The channel used by each | scome | sttt v
network. s =
? Hebp

ASUS WLAN Card
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Quick Start Guide

« RSSI: The Received Signal Strength Indication (RSSI) transmitted by
each network. This information is helpful in determining which network to
associate to. The value is then normalized to a dBm value.

« Encryption: Wireless network encryption information. All devices in
the network should use the same encryption method to ensure the
communication.

« BSSID: The media access control (MAC) address of the access point or
the Basic Service Set ID of the Ad Hoc node.

% NOTE: Some access points may disable SSID broadcast and hide
themselves from “Site Survey” or “Site Monitor”, however, you can
connect such AP if you know their SSID.

Buttons

Search — To scan all available wireless networks and show the scan result in the
“Available Network” list.

Connect — To associate with a network by selecting the network from the
“Available Network” list and clicking this button.

About - Version Info

Uses the Version Info tab to view program and WLAN Card version information.
The program version information field includes the Copyright and utility version.
The version information includes the NDIS version, driver name, and driver
version.

ASUS WLAN Card Settings X

% Ve o |

Status v . .
Qd I 7-’5_.;"._ Wireless Settings

Canfig Copyright (C] 45 USTek COMPUTER INC. Al Rights
Ressrvei d

(bd Version 26.5.0
Version Iformation

a0 Driver Yersion 5.1.2600.2180
Hardware Version : 21

Chipsst BCMA4320 7 BCM 22050000

This screen is an example only. Your version numbers
will be different from what are shown here.
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Link State =)
WLAN Card “Link State” icon appears on the left side of the Stalus
WLAN Card Settings. Use the icon to view the current signal %ﬂ
status. Corfia

<8 Excellent Link Quality (Infrastructure)
<8 Good Link Quality (Infrastructure)

<0 Fair Link Quality (Infrastructure) —

<8 Poor Link Quality (Infrastructure) dh

p-3 =
E’VEG?;
= &

Sa  Not linked (Infrastructure)

x

Sawe Configuration

Exit Wireless Settings fa
To exit Wireless Settings, you can click OK or Cancel.

? Help

ASUS WLAN Card 19



Quick Start Guide

Windows® XP Wireless Options

The wireless options window shown below is only available for Windows® XP.
It appears when you run the Control Center utility at the first time. Select the
utility you want to use for configuring your WLAN Card.

Only use Windows wireless function
— Only use Windows® XP Wireless
Zero Configuration service to configure
the WLAN Card.

Only use our WLAN utilities and
disable XP wireless function
—Only use ASUS WLAN utilities to configure the WLAN Card. (recommended)

ing with the \wireless Zero Corfiguration
0w to configurs the WLAN Card

. . v Wireless Radio On
You can open the Wireless Option Wirelass Radio OFF

setting window at any time by left-
clicking the control center icon and Q) search & Connert

choosing Wireless Option. Wireless Option m

Taskbar Left-Click Menu
Configuring with Windows® Wireless Zero Configuration service

If you want to configure your WLAN Card via Windows® Wireless Zero
Configuration (WZC) service, follow the instruction below to make the settings.

@, o

R — wil

1. Double-click the wireless network 2. A window prompts out asking

icon on the task bar to view available you for the key if you have set up
networks.Select the AP and click encryption on your wireless router,
Connect. input the keys and click Connect.

The connection is complete.
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To set up the wireless connection properties, right-click the wireless icon on the
taskbar and select Open Network Connection. Then right-click the network
connection icon and select Property to open the Wireless Network Connection

Status page.
Wireless Network Connection Status
General |Suppnrl
Connection
Status Connected
Netwaork: default
Duration: 00:00:10
Speed 24.0Mbps
Signal Strength: alll
Activity
= A
Sent | Received
T i
Packets 16 4
Froperies | [ Disable | [ View Wircless Netwarks |

- Wireless Network Connection Properties E\E\

General | Wirgless Networks | advanced

Use Windows ta configuie my wireless network settings

Aevalable netearks:

Ta connect to, disconnect from, o find out more information
about wireless networks in 1ange, click the bution below,

Wiew Wireless Networks
Frefened networks:
Autornatically connect to available networks in the order listed

below

1 wH67a [Manuall

Move down

[ #dd. ][ Remove | [ Popaties |
Leain about sefling up wireless network dvanced
i

1. The General page shows status, duration,
speed, and signal strength. Signal
strength is represented by green bars with
5 bars indicating excellent signal and 1
bar meaning poor signal.

default properties E‘E‘

Association | Authentication | Connection

Select this option to provide authenticated network aceess for
wireless Ethemet networks.

Enable IEEE 802 1x authentication for this network

EAP type: | Smant Card or cther Carifcate v

[#] Authenticate as computer when computer information s avallable

[] Authenticate as guest when user or computer information is
unavaiable

3. The Authentication page allows you to
add security settings. Read Windows help
for more information.

2. Select “Wireless Networks” tab to show
Preferred networks. Use the Add button
to add the “SSID” of available networks
and set the connection preference order
with the Move up and Move down
buttons. The radio tower with a signal
icon identifies the currently connected
access point. Click Properties to set the
authentication of the wireless connection.

i Wireless Network Connection Properties 2)x)

General | ‘witeless Networks | Advanced |

windows Firewsl

Proteoct mp computer and network by miting [~ g pao
or preverting access to this computer from

the Intemet

Intermet Connection Sharing

[ Allows ather netwark users to connect through this
computer's Intemet connection

Home networking connection

| Select a privete network connection v

Learn more about [ntemet Connection

1f paite nat sure how to set these praperties, use
the Network Setup Ywizard instear

4. The Advanced page allows you to set
firewall and sharing. Read Windows help
for more information.
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